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1. Purpose 

This Data Governance Policy sets out how Coate Water Care (“the Company”) 
manages, protects, and processes personal data in accordance with the UK General 
Data Protection Regulation (UK GDPR), the Data Protection Act 2018, the ICO 
Accountability Framework, and the NHS Data Security and Protection Toolkit (DSPT) 
v9. 

The policy ensures: 

• lawful, fair, and transparent processing 

• protection of resident, staff, and visitor information 

• compliance with CQC Regulation 17 (Good Governance) 

• alignment with Cyber Essentials security controls 

• consistent data handling across all homes and services 

2. Scope 

This policy applies to all personal data processed by Coate Water Care, regardless of 
format (paper, electronic, audio, visual, cloud-based, or IoT devices). It covers: 

• residents 

• staff 

• volunteers 

• visitors 

• suppliers 

• family members 

• contractors 

• business partners 

It applies to all systems, devices, platforms, and care technologies used across the 
organisation. 



3. Governance Framework 

Coate Water Care maintains a comprehensive governance framework consisting of: 

3.1 UK GDPR & Data Protection Act 2018 

All processing activities comply with: 

• Articles 5–50 UK GDPR 

• Schedule 1 DPA 2018 (special category data) 

• ICO statutory guidance 

3.2 ICO Accountability Framework 

The Company uses the ICO Accountability Framework to: 

• assess compliance 

• maintain evidence 

• manage risk 

• ensure continuous improvement 

• support regulatory inspections 

3.3 NHS DSPT v9 

Coate Water Care meets all mandatory DSPT v9 requirements, including: 

• secure email (NHSmail / TLS/Egress) 

• cyber security controls 

• incident reporting 

• staff training 

• secure handling of resident information 

3.4 Cyber Essentials 

The Company maintains Cyber Essentials certification and implements: 

• secure configuration 

• boundary firewalls 

• access control 

• malware protection 

• These controls form part of our Article 32 UK GDPR security measures. 



4. Definitions 

Key terms include: 

• Personal Data: Information relating to an identifiable individual. 

• Special Category Data: Health, ethnicity, religion, sexual orientation, biometric 
data, etc. 

• Processing: Any operation performed on personal data. 

• Data Subject: Any individual whose data we process. 

• DPO Team: The Company’s Data Protection Officer function, contactable at 
dpo@coatewatercare.co.uk. 

• DPIA: Data Protection Impact Assessment. 

• Controller: Coate Water Care. 

• Processor: Any third party acting on our behalf. 

5. Data Protection Principles 

Coate Water Care adheres to the principles in Article 5 UK GDPR: 

1. Lawfulness, fairness, transparency 

2. Purpose limitation 

3. Data minimisation 

4. Accuracy 

5. Storage limitation 

6. Integrity and confidentiality 

7. Accountability 

6. Lawful Bases for Processing 

The Company relies on the following lawful bases: 

6.1 Article 6 UK GDPR 

• 6(1)(e) – Public task (care provision commissioned by NHS/local authority) 

• 6(1)(c) – Legal obligation (employment, safeguarding, CQC compliance) 

• 6(1)(b) – Contract (employment contracts, supplier agreements) 

• 6(1)(f) – Legitimate interests (security, fraud prevention) 

• 6(1)(a) – Consent (only where appropriate and freely given) 



6.2 Article 9 UK GDPR – Special Category Data 

• 9(2)(h) – Health and social care provision 

• 9(2)(b) – Employment obligations 

• 9(2)(g) – Substantial public interest 

• 9(2)(a) – Explicit consent (rarely used) 

7. Transparency 

All data subjects receive clear privacy information through: 

• Resident Privacy Notice 

• Employee Privacy Notice 

• Visitor Privacy Notice 

• Supplier Privacy Notice 

Privacy notices are reviewed annually and updated as required. 

8. Data Minimisation 

Staff must only collect and process data necessary for: 

• care delivery 

• employment 

• legal compliance 

• safeguarding 

• operational needs 

Excessive or irrelevant data collection is prohibited. 

9. Accuracy 

Staff must: 

• verify data at the point of collection 

• update data when changes occur 

• report inaccuracies immediately 

• correct or delete inaccurate data without delay 

10. Storage Limitation 

Data is retained according to the Company’s Record Retention Schedule, aligned to: 



• NHS Records Management Code of Practice 

• CQC requirements 

• Employment law 

• Safeguarding obligations 

Data is securely deleted when no longer required. 

11. Security, Integrity & Confidentiality 

Coate Water Care implements technical and organisational measures including: 

11.1 Cyber Essentials Controls 

• secure configuration 

• malware protection 

• access control 

• firewall protection 

11.2 DSPT v9 Controls 

• secure email 

• secure data transfer 

• incident reporting 

• staff training 

• multi-factor authentication 

11.3 Organisational Measures 

• locked care plan offices 

• secure cabinets for paper records 

• clean-desk policy 

• visitor escorting 

• identity verification 

• staff training 

• restricted access to special category data 

11.4 Technical Measures 

• encrypted laptops and mobile devices 



• secure cloud systems (care planning, HR, payroll) 

• role-based access controls 

• audit logging 

• automatic screen locking 

• antivirus and endpoint protection 

• secure disposal of electronic media 

12. Data Classification & Handling 

Data is classified as: 

• Public 

• Internal 

• Confidential 

• Special Category 

Handling rules include: 

• encryption for special category data 

• secure email only (NHSmail/TLS/Egress) 

• no use of personal email accounts 

• secure disposal (shredding, confidential waste bins, certified digital erasure) 

• no discussion of resident information in public areas 

13. Data Subject Rights 

The Company supports all rights under UK GDPR: 

• access 

• rectification 

• erasure 

• restriction 

• objection 

• portability 

• rights related to automated decision-making 

Requests must be forwarded immediately to the DPO Team. 



 

14. International Transfers 

Personal data is not transferred outside the UK unless: 

• an adequacy regulation applies, or 

• appropriate safeguards (IDTA, SCCs) are in place. 

15. Data Protection Officer (DPO Team) 

The Company maintains a DPO Team, contactable at dpo@coatewatercare.co.uk, 
responsible for: 

• monitoring compliance 

• advising on DPIAs 

• overseeing policies 

• managing data subject requests 

• liaising with the ICO 

• supporting CQC inspections 

• risk-based oversight of high-risk processing 

The DPO Team operates independently and reports to senior management. 

16. Data Breaches 

All staff must report suspected breaches immediately to: 

• Line Manager 

• DPO Team 

• IT Team (if technical) 

Breaches are managed in accordance with: 

• UK GDPR Articles 33–34 

• DSPT incident reporting 

• ICO guidance 

 

 

 



17. Third-Party Processors 

Third-party processors must: 

• sign a compliant Data Processing Agreement 

• meet UK GDPR Article 28 requirements 

• maintain appropriate security 

• cooperate with audits 

18. Training 

All staff must complete: 

• annual data protection training 

• annual cyber security training 

• DSPT-aligned training modules 

• role-specific training where required 

19. Policy Review 

This policy is reviewed: 

• annually 

• after significant organisational change 

• after regulatory updates 

• after any data breach 

 


